Abstract-This paper introduces a new set of compact interactive simulations developed for the constructive learning of computer networks concepts. These simulations, which compose a virtual laboratory implemented as portable Java applets, have been created by combining EJS (Easy Java Simulations) with the KivaNS API. Furthermore, in this work, the skills and motivation level acquired by the students are evaluated and measured when these simulations are combined with Moodle and SCORM (Sharable Content Object Reference Model) documents. This study has been developed to improve and stimulate the autonomous constructive learning in addition to provide timetable flexibility for a Computer Networks subject.
I. INTRODUCTION
The work presented in this paper is based on the pedagogical methodology used to adapt the subject of Computer Networks coursed in the Computer Science Engineering degree at the University of Alicante, in Spain, to the process of convergence to ESHE (European Space of Higher Education) [1] . In previous works, virtual laboratories, such as KivaNS [2] have been implemented and used in that subject. KivaNS is a free open source application with an user-friendly interface which has been programmed in Java. It was created in order to simulate computer networks interconnected with the TCP-IP architecture. This application has been developed as an autonomous virtual laboratory and permits the students of the courses about computer networks to carry out experiments about the IP routing, without the necessity of complex and expensive real physic equipment such as routers, switches, hubs, PCs, etc. Other free open-source software such as "ns" (network simulator) and its advantages and disadvantages compared to KivaNS are analyzed in [2] .
In the two last years, since 2008 until nowadays, a blended learning methodology [3] has been applied as support to adapt the teaching and learning of the courses/subjects towards ECTS (European Credit Transfer System). For this reason, a LCMS (Learning Content Management System) as Moodle [4, 5] has been used for learning of Computer Networks courses. This subject is structured in 45 hours of laboratory which are taught and evaluated with the support of Moodle. Furthermore, the subject has an average of 100 students per academic course. However, some problems can arise when KivaNS is used for teaching specific aspects. Firstly, students need to download and install the whole KivaNS application, and learn the use of its interface. Secondly, students have to use a complete interface oriented to design, draw, configure and simulate complete network structures. Thus, KivaNS can result an oversized application for using it to explore how specific protocols work. Moreover, the students have to use two applications, between of which there is not integration, and this issue may be considered other important disadvantage. These two independent applications are the SCORM (Sharable Content Object Reference Model) package including documents and quizexams inside the LCMS, and the KivaNS environment.
The work presented in this paper has two basic objectives. On the one hand, the design and creation of a more compact learning system which provides an integration of resources such as SCORM guides (based on HTML and Java) and simulations about Computer Networks topics (Java applets), being both resources embedded as interactive items. This way, students would not require spending time learning how to use new and complex applications. To reach this objective, authors have combined the simulation kernel of KivaNS, removing its graphical interface, with the powerful and friendly graphical interface of EJS (Easy Java Simulations) in order to create interactive simulations. EJS is a freeware, open-source tool specifically designed for the creation of interactive dynamic simulations [6] , which has been designed for people who do not need advanced programming skills. On the other hand, this paper looks for measuring, by means of opinion surveys, the satisfaction degree of students when they use SCORM guides combined with the new simulations. In this last section, the paper will show comparison results and qualifications obtained by the students when they use SCORM with simulation applets and when they only use SCORM without them.
The paper is organized as follows: Section II explains how the interactive simulations have been designed by combining EJS with the KivaNS library. Section III describes the user interface of the Java applets developed for the Computer Network courses and other experiments are shown. Section IV comments how the subject is organized as a Moodle course. Section V shows the results obtained of a student learning study performed. Finally, some important conclusions are reported in Section VI. 
II. DESIGN OF THE INTERATIVE NETWORK SIMULATIONS
The developed virtual laboratories are focused on the design and simulation of data networks based on TCP/IP architecture and they are mainly composed of two software modules: a simulation engine specific for data networks driven by discrete events, and a graphical interactive user interface. The two modules are deployed as an application which has been programmed with the Java technology [7] , now owned by Oracle. This feature provides a great portability, that is, the possibility of executing the application in a great number of platforms. The only requirement is to install the Java Runtime Environment (JRE) previously. The JRE can be freely downloaded from the Oracle web site.
For the simulation engine of the virtual labs presented in this paper, KivaNS has been used [2, 8] . It is a software platform which allows users to create simulations and experiments without being present in the laboratory of real network devices (see next subsection). KivaNS has been designed as a stand-alone application, so that it cannot be included in a web page or in a LCMS, and it is not suitable to quickly teach specific simulations about working of networks. For this reason, authors have also employed EJS [9] , which has been utilized to develop the interactive user interface of the applications and to generate "Java applets" from the network simulations. This way, the teaching units designed to explain how TCP/IP protocols works in LANs are compact interactive simulations, in the form of Java-applets, which are easily embedded in a LCMS like Moodle and are able to simulate real experimental cases, all without adding additional software for its installation, only the JRE plugin.
A. KivaNS
The main aims of KivaNS are to simulate how IP (Internet Protocol) works, and specially, to study the different techniques for routing the data packets through different network technologies. In order to do this, KivaNS also includes the simulation of auxiliary protocols such as ARP (Address Resolution Protocol), ICMP (Internet Control Message Protocol) in addition to IP, and emulates the basic working of link layer technologies such as PPP (Point to Point Protocol), Ethernet, or switched Ethernet.
The architecture of KivaNS is designed to have the simulation and the user interface services welldifferentiated. Thus, KivaNS is composed of two main blocks, both implemented in Java. The first block is an API (Application Programming Interface) that offers a simulation engine for data networks. The second block is a complete graphical user interface, which enables user to design data networks schemes, as well as to simulate and analyze them by using the API block in a transparent way.
The layout of the graphical user interface of the KivaNS application is shown in Fig. 1 . This interface enables user to work with different network schemes in order to design, configure and simulate them. In the toolbar located on the left side, user can find the different devices available to draw the schemes. After placing one device into a scheme, the device can be configured with a set of parameters very similar to those that have been implemented for real devices. For example, the window placed on the right side in Fig.1 shows the interface list of a routing device.
With regard to the API block, its main aspects will be described in the next point.
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B. The KivaNS API
As Fig. 2 shows, the API is composed of four main modules defined as follows: a discrete event manager, a group of objects to represent the networks, other objects to represent the equipment (host or interconnection equipment), and the communication layers stack. Thereby, the API is modular and extensible and new network or equipment technologies can be easily included. In fact, the API functionality has been increased in the last years. From the user viewpoint, API modules are presented as programming classes packaged in a Java JAR library, which can be used for any other Java application apart from KivaNS.
The modeling and simulation of the network scheme are structured in a very similar way to the architecture entities of real networks. Devices have objects of the different layers of protocols that they implements, and these objects can generate data packets to other layers, or receive packets from other layers. These received packets have to be processed according to the protocols specifications and their addressing/routing methods. At the lower layer, equivalent to the physic layer, there are network objects for routing of packets to objects in other devices. In addition, the objects called Network Manager and Equipment Manager administer the existent objects and facilitate the access to them. Fig. 3 shows an example of this working model. All interchanges of data among the objects are managed as discrete events, which are generated by the object outputs, and then queued. The event manager dispatches events to the objects inputs according a discrete time sequence, in an orderly way, step by step following the user interaction, or up to it reaches a state without more queued events.
The simulation output is the list of all the events generated and processed by the different objects. From this list, a trace of the packets of desired protocol can be obtained, in a similar way to the trace given by a protocol analyzer-sniffer in a real network. For each packet, the trace provides information about source, destination, data lengths, fragmentation, etc. All this information can be easily processed by the application that uses the API to produce the adequate visualization in the user interface. For example, a colored trace of the IPv4 packages can be displayed.
KivaNS also is able to simulate different kinds of errors in the networks and equipment, such as packets loss, and bad routing tables. Errors detected by protocols, such as timeouts or checksums, are also recorded in the simulation trace. 
C. Simulation interface building and applet generation using Easy Java Simulations
EJS is a freeware, open-source tool developed for the creation of interactive dynamic simulations. The interface of EJS allows users to develop simulations in an easy and quickly way. EJS is totally implemented in Java language, so that it provides a full portability of the applications generated. EJS can be freely downloaded and nowadays there are a lot of simulations developed with this software [9] .
One of the most important features of EJS is the possibility to insert external libraries in Java as auxiliary frameworks to develop simulation code. This property has been used to integrate the existent simulation engine of KivaNS in the EJS environment (Fig. 4) . The simulation engine is an independent module. This has been programmed as a JAR library for Java with the aim of providing a platform to develop other applications. Therefore, the KivaNS API can be used within EJS' environment to define the model of a network simulation. Thus, by combining the KivaNS simulation API with EJS, it is possible to quickly develop interactive graphical simulations which show topics of how the data networks works.
Another important feature of EJS is that it is a program which generates code. Once the user has developed a virtual laboratory, EJS automatically generates all the Java simulation compiled code, packs the resulting files in a compressed Java file and generates HTML pages containing embedded the virtual laboratory in a Java applet form. These applets are composed of a series of HTML pages and compressed Java files. Thus, the implementation and installation in Moodle can be easily iJOE -Volume 7, Issue 2, May 2011PAPER COMPUTER NETWORKS E-LEARNING BASED ON INTERACTIVE SIMULATIONS AND SCORM performed. EJS users only need to upload these web pages and jar files (compiled Java code file) to the web server where Moodle is installed. Finally, this web page must be linked from the main page as an activity generated in a course for the student. Fig. 6 show different appearances of the user interface of one of several Java applets developed with EJS and the KivaNS API. In particular, this example simulates how is made the data transmission between two hosts in a LAN Ethernet using IP by means of a router device. The students can send a data block and select the type of data, the block size and the source and destination host to simulate the transmission. Moreover, the student can change the MTU (Maximum Transfer Unit) value of each one of the network segments connected in the LAN Ethernet. This way, the data block is distributed as a set of packets in the simulation as IP fragmentation. Once configured the communication, the student can see, step by step, the transmission packets as a message sequence which represent the packets generated by ARP, ICMP and IP. Thus, the traffic is shown in a very similar way to a protocol analyzer tool working in a real network.
All the traces generated are showed in the GUI of the applet, and the student can select a specific protocol by means of a filter option (see label "Protocol filter option" in Fig. 5) . Moreover, the interface of the applet shows the generated communication traces as the data packets and the pathway. In Fig.5 , it is shown the case when the IP filter is selected in the simulation and, in Fig. 6 , it is shown the case of the selection of the ARP protocol. Fig. 7 shows other network schemes which have been implemented in the interactive Java applets for the courses. As it can be seen in this figure, these configurations include several network devices such as a switch, a router and a hub at the same virtual laboratory. Specifically, the right scheme contains switch, hub and router devices and the left scheme switch and router components. This way, students can practice and experiment about the functionality of these devices when they work together at the same LAN. This feature has been implemented thanks to the KivaNS API because it contains several classes about network devices which can be instantiated within the same simulation in the EJS environment.
All For all these reasons, the applets created can be a very useful tool from two viewpoints. First, the simulation allows teachers explaining how protocols work by means of graphical examples, while students can experiment with their own simulation applets, not only in practical sessions, but also in theory lessons. Second, the Java applets enables student to experiment without having a real network. Therefore, the students can be able to practice and experience outside the laboratory infrastructure of the faculty building. All information about the applets created with this approach can be accessed from [8] . In this web page there is a lot of information about how to use EJS and KivaNS engine and the readers can experiment with all simulations developed for Computer Network courses.
The access to the simulations by means of EJS applets is quite different from only using KivaNS application. Table I shows a comparison of the compliance degree of relevant features between the applets developed with EJS combined with the KivaNS API and the standalone KivaNS application. In general, the startup and learning of the simulation are much better if the applets are used. However, the standalone application allows user to design and to simulate more complex network schemes. In addition, applets can be integrated in web or LMS environments in an easy way. Thus, if the aim is to teach the basic principles of networks using courses inside a LMS environment, the interactive Java applets are the best choice. IV. COURSE ORGANIZATION Nowadays, some LMS/CMS (Learning/Content Management System) are used to develop the educational strategy in Universities [4] . In this work, Moodle has been used to include activities and resources for Computer Networks subject (Fig. 8) . Specifically, some SCORM packages have been exported to Moodle. The exported SCORM package has a runtime API and a data model used for communication between content objects and Moodle. In addition, the SCORM package provides a sequence to navigate during the learning activities. SCORM packages allow teachers to include documentation developed with different programs as hypertext web pages. They can even include dynamic information such as quizzes (Fig. 9) , Java code and simulations (Figs. 5 and 6), Adobe flash presentations and other sources which can be executed in a modern web browser.
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The student's assessment is a key item of the learning process for the university students. In the SCORM practice guide have been embedded some quizzes and exercises in order to permit the students to self-check whether they have learned and to measure their level acquired according to educative objectives required by teachers. Also, the students can revise those aspects whose comprehension is weaker because the quizzes for selfassessment have been designed to include an aid or 'how to'. An example of these SCORM guides is shown in Fig.  9 . This guide can be acceded from the links available in the course page (Fig. 8) .
This way, the student can measure the acquired knowledge level before the examination by the teacher. Thus, the student can decide whether his/her learning results are suitable and he/she is ready for the final exam. Moreover, the teacher can follow, on-line, the student's learning and adapt better the contents and their difficulty levels.
There are four assessments made by teacher, one for each practical lesson. And each student requires of 8 work-study hours by lesson. The assessments are realized from the quiz tool of Moodle. This tool allows teacher the automatic evaluation and correction. In Fig. 8 , several links called "Control Practica N" lead to the final exams which are used to evaluate to the students. There are also different models of questionnaires for each exam and the questions have randomly chosen from database of questions. These questions have been grouped by similarity. Fig. 10 show an example of the question developed by quiz tool and answered by a student from Moodle.
V. LEARNING ASSESMENT In previous works, a survey has been arranged to determine the degree of satisfaction of the students in relation to the teaching methodology and the learning process with Moodle and SCORM packets [5] comparing with traditional teaching methodology, but without LCMS. These early versions of Computer Networks courses did not use Java applets, only text, static figures and interactive questions for self-assessment of the students in addition to a laboratory equipped with real networking devices. The main difference between the previous and the new version for the Computer Network course is that Java applets have been added to improve the constructive learning by means of simulating. Previously, only the real equipment had been used in the laboratory. Some years ago, the courses were only implemented with hypertext tools [11] and in recent years, the universities have been developing some simulation software [7, 12, 13] .
A. Student's Opinion
A survey has been arranged to determine the degree of satisfaction of the students in relation to the learning process when Java applets have been integrated with documentation in SCORM format. The survey consisted of 25 questions to evaluate different issues: the level of agree (Fig. 11) , the acquired learning level (Fig. 12) with the implemented Java applets (Fig. 5) as well as the difficulty of learning and the level acquired knowledge, in general, using Java Applets together with real equipment. Moreover, the level of attendance to learn Computer Networks using the most common items of the learning process has been evaluated (Figs. 13 and 14) .
In general, the great majority of students think that the required level to pass the course is appropiated. Not only, 93% of students have voted three on a scale between one (the lowest) and five (the highest) but also, they consider that the level of concepts and topics learned in the course have been high. The 76% of students think that the acquired level of knowledge is high and 19% think that is very high.
Furthermore, with regard to the valuation of the features of applets, the student's opinion is very good. The level of disagree is low o very low, always below 10%, as it can be observed in Fig. 11 . On the contrary, at least the 55% of students are satisfied with the support, usability, features, etc. which are offered by the Java applets.
B. Assesment of the Approach's Efficency
A study to analyze the acquired knowledge by the student such as the comprehension level about Link Layer of TCP/IP and its protocols Ethernet/ARP, the Internet Layer and its protocol IP, and device operations (hub, switch, bus, and router) is illustrated in Fig. 12 . It shows how the learning level acquired by the students is high (63%, 58% and 47% according to topics). Moreover, less than 1% of students think otherwise.
On the other hand, Figs (Fig. 14) . However, the simulation with Java applets obtain a half level importance 2.7 out of 5 againts the documentation and tranmision which are voted with 3.7 and 3.8 of 5 (Fig.  14) . The simulation with Java applets is useful or very useful for the 54% of students although the 38% of them think that its usefulness is small if it is compared with a transmision with real network devices. Nevertheless, the students have commented that the applets offer advantages such as experience from home and clarify the PAPER COMPUTER NETWORKS E-LEARNING BASED ON INTERACTIVE SIMULATIONS AND SCORM understanding of general topics about the subject (routing, encapsulation, fragmentation, etc.). Therefore, they are an ideal complement for the real network and the experimentation. To conclude, according with the opinon extracted from surveys, it is possible that the simulation with applets have not had a higher value of acceptance comparing with the equipment in real laboratory because they have limitations of animation and reconfigurability.
C. Grades acquiered
The subject of Computer Networks is structured in 75 hours. Particularly, only 45 have been taught and evaluated with the help SCORM documents under LCMSMoodle in the three academic years: courses 2008, 2009 and 2010. In addition, in the last year, course 2010, 66 students have used Java applets integrated in SCORM documents to improve their learning. In the previous courses, years 2008 and 2009 have been evaluated 106 and 88 students, respectively. Nevertheless, these two previous years the SCORM documents did not have Java applets.
The Spanish Academic Grading System has been used to measure the reached level of knowledge. But, this system has been transformed to the most popular grading system, the USA grades which use discrete evaluation in the form of letter grades. To do this, an adaptation of Rackham School of Graduate Studies at the University of Michigan has been used in this paper. The Spanish Grade uses a scale between 0 and 10 and the USA Grade (US GPA) uses a scale between 0 and 4. These grades can be assigned in letters as shows the Table II. Analyzing the results of students during the past three academic courses can be deduced that the efficacy of learning is better. On the one hand, Fig. 15 shows how the students have obtained higher grades when they have used Java applets to learn concepts and topics about Link Layer. In general, there are more students with a success rate greater than 65%, even greater than 90%. At the same time, the students who do not pass the exam are significantly reduced in this last academic course. On the other hand, the results of the learning about Network Layer of TCP/IP are better too (Fig. 16) . Similarly, in this last course, the number of students who do not pass the exam has decreased with respect to the previous years. Consequently, the number of students with a success rate over 65% has been increased using Java applets. However, the students with an excellent assessment result have only improved if are compared to 2008 but not with respect to 2009. VI. CONCLUSIONS This paper presents a practical approach for b-learning methodology. The work was done as part of the teaching method for Computer Network subject during the last course, in 2010. However, the general ideas presented here are applicable to other engineering or experimental science courses. The functionality of educational resources as digital documents, web packages with embedded interaction tools such as Java applets for simulations have been used to provide flexibility and autonomy to the learning process. The course can be followed without a face-to-face teacher support and from home. This course has been implemented in the platform Moodle, which s accessible from the institutional LMS of the Alicante University. Over the last three years, the number of added educational resources has been increasing. Firstly, the digital documents and web pages, secondly the assessment tests and self-tests for training through the quiz module and now this last year, the interactive simulations without real network device by means of the integration of KivaNS in EJS. The application presented in this paper has been developed as an autonomous virtual laboratory to carry out experiments about TCP/IP protocols. Furthermore, these innovations introduced in the subject can mean important changes and they can influence to qualification mechanisms of topics PAPER COMPUTER NETWORKS E-LEARNING BASED ON INTERACTIVE SIMULATIONS AND SCORM and skills for the Computer Network course. For this reason, the authors have measured the satisfaction degree of the students when they use these new tools. The result is positive. Moreover, the progressive roll-out of these educational developments has permitted to teachers determine if the learning grades acquired are better than when other educational methodologies were used to teach Computer Networks.
